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ABSTRACT  
 

An e-epidemic SI1I2R (susceptible - Infectious1 - Infectious2 - Recovered) model characterizing the spread of 
viruses in a computer network has been developed to have a better understanding of the reason of virus attack. A 
study of the basic reproduction number reveals the affect of virus attack. Moreover, primary simulation results 
show the positive impact of increasing security measures on virus propagation in computer network. We have 
analyzed the behavior of the Susceptible, Infected and Recovered nodes in the computer network with real 
parametric values. Efficiency of antivirus software and crashing of the nodes due to virus attack critically 
analyzed. Numerical methods and MATLAB are employed to solve and simulate the system of equations developed 
and interpretation of the model yields interesting revelations. 
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INTRODUCTION  
 

At present scenario, the internet is considered to be one of the most useful tools for people to communicate, find 
information and to buy goods and services. Most computers are connected to each other in some way. They usually 
share the same operating system software and communicate with all other computers using the standard set of 
TCP/IP protocols. This has spawned a new generation of criminals. The Internet is the primary medium used by 
attackers to commit computer crimes. Virus’s attacks are considered by network experts the highest security risk 
on computer network. Computers virus is built to propagate without warning or user interaction, causing an 
increase in traffic service requests that will eventually lead to Cyber attack. 
 

Our culture, financial system, and critical infrastructures/communications have become mostly dependent on 
computer networks and information technology solutions. Cyber attacks become more striking and potentially 
more disastrous as our dependence on information technology increases. To stop, or at least to decrease the such 
attacks of viruses we need e-epidemic models that can correctly capture the most important characteristics of such 
objects, as accepting the spread of viruses is critical for the most effective reactive measures. As mathematical 
models give a clear view and can be a good help to identify and solve many complex problems, we develop 
dynamic models for computer viruses and analyze the effect of different classes with vertical transmissions in 
computer network. 
 

In past several decades, many authors have studied different mathematical models which illustrate the dynamical 
behavior of the transmission of biological disease and / or computer viruses. Based on SIR classical epidemic 
models [1–3] and due to the lots of similarities between biological viruses and computer viruses, several extended 
research articles are proposed to study the spreading and attacking behavior of computer viruses in different 
phenomenon, e.g. virus propagation [4–8, 11, 19, 20, 23, 29], quarantine [9, 10, 16, 30], virus immunization [13, 
15, 21, 22, 24-26], time delay [12], fuzziness [17], effect of antivirus software [14, 18], vaccination [28], etc. May 
et al [27] studied the dynamical behavior of viruses on scale free networks. Also, Hincapie et al [31] has discussed 
the algorithmic method on SIIR model of epidemics. 
 

FORMULATION OF THE MODEL 
 

In a computer network, to derive the model equation, the total number of nodes (N) is divided into four classes: 
Susceptible nodes (S), Infectious nodes (I1), fully Infectious nodes (I2), Recovered nodes (R). In this model, the flow 
of viruses is from class S to class I1, class I1 to class I2, and class I2 to class R which can be seen in Fig. 1.     
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Fig. 1 Schematic diagram for the flow of viruses in different classes of nodes in network 

 

Where, the rate constant β is the rate of contact by which the attacks are occurring in the network.  The parameters α 
and µ are the rates of transmissions from class I1 to I2 and I2 to R respectively. The constant b is the birth rate 
introduced at the susceptible class. The rate constants d1 and d2 are the death rates due to natural and the virus 
attacks respectively. The parameter d3 is the death rate due to the reason of natural as well as the virus attack 
simultaneously and can be introduced only in the class I2. It can be understood in the way that a computer node is 
crashed naturally and simultaneously it is harmed by the virus attack (i.e. the data disappears due to the attack). The 
parameter η is the rate of attack of viruses via vertical transmission directly introduced at the class I1. The 
transmission between model classes can be expressed by the following system of differential equations: 

SdSIb
dt

dS
11 −−= β   

11211
1 )( IIddSI

dt

dI ηαβ +++−=  

23211
2 )( IdddI

dt

dI µα +++−=               (1) 

RddI
dt

dR
)( 212 +−= µ  

Where,      S + I1 + I2 + R = N                (2) 
 

Virus – Free Equilibrium & Local Stability 
In this section, to analyze the virus - free equilibrium, we get the basic reproduction number for the virus control or 
eradication. By the system (1) and the equation (2), we get, dN / dt = b - d1N which is also called as equation for the 
total population. Thus, N → b/d1 as t →  ∞. This shows that, the feasible region, U = {(S, I1, I2, R) : S, I1, I2, R ≥ 0, 
S + I1 + I2 + R ≤  b/d1} is a positive invariant set for the model. In the absence of infection, the model has a unique 
virus - free equilibrium P0 (b/d1, 0, 0, 0) and an endemic equilibrium point P* (S*, I1

*, I2
*,R*), where these points can 

be obtained by taking all the equations of system (1) equal to zero, given by,  
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To get the local stability of virus – free equilibrium, we take the Jacobian matrix of the system (1), that is, 
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Since all eigen values (-d1, -d1-d2-α, -d1-d2-d3-µ and -d1-d2) are negative, hence the system is locally asymptotically 
stable. 
Basic Reproduction Number 
The basic reproduction number can be obtained by calculating V, the matrix of rate of infectivity  and F, the matrix 
of rates of transmission, for this purpose, we consider the equations of infected classes of the nodes as, 
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Then, R0 will be given by the dominant eigen value of F V-1. That is, 
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The characteristic of the basic reproduction number is that if R0 ≤ 1, the virus free equilibrium is globally stable in 
the feasible region & the virus fade out from the network, whereas if R0 > 1, a unique endemic equilibrium is 
globally stable in the interior of the feasible region & the virus persists at a constant endemic level (depicted in Figs 
2 – 6). 

  
Fig. 2 Dynamical behavior of the system of population of nodes with 

real parametric values, b=0.03, d1=0.01, d2=0.03, d3=0.03, β=0.01, 
μ=0.90, α=0.095, η=0.03; R0 < 1 

Fig. 3 Effect of I1 with respect to I2 with real parametric values, b=0.03, 
d1=0.01, d2=0.03, d3=0.03, β=0.01, μ=0.90, α=0.095, η=0.03; R0 < 1 
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Fig. 4 Effect of I1 with respect to R with real parametric values, b=0.03, 

d1=0.01, d2=0.03, d3=0.03, β=0.01, μ=0.90, α=0.095, η=0.03; R0 < 1 
Fig. 5 Effect of S, I1 with respect to I2 with real parametric values, b=0.03, 

d1=0.01, d2=0.03, d3=0.03, β=0.01, μ=0.90, α=0.095, η=0.03; R0 < 1 

 
Fig. 6 Effect of I1, I2 with respect to R with real parametric values, b=0.03, d1=0.01, d2=0.03, d3=0.03, β=0.01, μ=0.90, α=0.095, η=0.03; R0 < 1 

 
CONCLUSION 

 

A compartmental model has been developed for the propagation of viruses using vertical transmission in the 
computer network. We assume that the viruses possess a non-negligible latent period & infected nodes (Infectious 1) 
will stay in the latent period before they become fully infectious (Infectious 2). We have discussed the characteristic 
of the different classes of nodes (Fig. 2) which shows that the system is asymptotically stable. Further, we have 
individually analyzed all the classes of nodes comparatively by using real parametric values (Figs 3 – 6). Here, we 
have observed that the simulation results for different classes as, comparison between I1 - I2 (fig 3), I1 – R (fig 4), S 
– I1 – I2 (fig 5) and I1 – I2 – R (fig 6) give the clear view to show the stability of the system. It is shown that the 
antivirus software will be highly efficient if the rate of recovery of nodes from infectious nodes is very high and 
crashing of the nodes due to the attack of worms in the presence of the antivirus software is very less. Thus these 
types of mathematical models will be very helpful in developing good antivirus software, keeping into mind the 
attacking behavior of viruses, which may reduce the attack.  
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